Syslog to Splunk for VApp

Update /etc/rsyslog.d/rsyslog-custom.conf & define "tag" strings (with hyphens) to be recognized within Splunk searches

n Apps
Tag="vapp-main-log"
Ta§="vaEg-deploynfent-log" tag Sh OW SOLI rce Number of Results: 50
Tag="im-wildfly-server-log" <173>0ct 5 16:25:02 vapp145 |imps-etatrans-log P0241005:162502: TID=bfface:Search :E113:---—:1: USER-PRIV-CACHE STATS { SIZE: 1 d
Tag=l"'.ip-w.ildfly-server-logl:' <173>0ct 5 16:25:92 vappl145 |imps-etatrans-log P82418085:162582: TID=hffac®:Search :E113:----:1: AUTH CHECK: [READ access to eTGlg
# I_:é:";ijsvil;l::lbl__\;sae;\;e_;-el?fer_log" <173>0ct 5 16:25:02 vappl45 imps—etatt’é1 log pB241005:162502: TID=bffac@:Search :E113:--———:1:+in,eTGlobalUserContainerName=Glol]
o " <173>0ct 5 16:25:02 vapp145 |[imps-etatranS-log P@2410085:162502: TID=bffac®:Search :E113:----:1:+ GRANTED

1:2;,:2g::ﬁ:ﬁg§:§gﬁg <173>0ct 5 16:25:82 vappl45 |imps-etatrans-log _13241985:162582:T[3=hr:'r:ac@:SEarc-'| :D114:E113:5: DB Search (eTGlobalUserName=etaad
Tag="dir-idm-userstore-router-log" <173>0ct 5 16:25:02 vappl145 |imps-etatrans-log PB241005:162502: TID=bffac®:Search :D114:E113:P: URL: ldaps://ca-prov-srv:28391
Tag="dir-idm-userstore-router-trace-log" <173>0ct 5 16:25:82 vappl45b |imps-etatrans-log PB241085:162502: TID=hffac@:Search :D114:E113:P: base-dn: eTGlobalUserName=etaadmi
Tag="dir-idm-userstore-log" <173>0ct 5 16:25:02 vapp145 |[imps-etatrans-log P@241085:162502: TID=bffac@:Search :D114:E113:P:+ amespaceName=CommonObjects,dc=1m
Tag="dir-idm-userstore-trace-log" <173>0ct 5 16:25:82 vappl145 |imps-etatrans-log P82418085:162502: TID=hffach:Search :D114:E113:P: scope : BASE
Tag="dir-imps-router-log" <173>0ct 5 16:25:82 vappl45 |imps-etatrans-log pP@2410085:162502: TID=bffac®:Search :D114:E113:P: filter : (objectClass=#)
Tag="dir-imps-router-trace-log" <173>0ct 5 16:25:82 vappl45 |imps-etatrans-log pPB241085:162502: TID=bffac@:Search :D114:E113:P: attrs : 1.1, objectClass
Tag="dir-impd-data-dsa-log" <173>0ct 5 16:25:02 vapp145 |dir-impd-data-dsa-Jog [64] 202410885.162582.528 #0.12149 TIME : SEARCH @ msecs dn="eTGlobalUserNames
Tag="dir-impd-data-dsa-trace-log" <173>0ct 5 16:25:02 vapp145 |[dir-impd-data-dsa-Jog [64] 20241005.162502.528 #80@.12149 SEARCH : 5 deep base-object no-filter : 1

<173>0ct 5 16:25:82 vappl45b |imps-etatrans-log pPB241085:1625082: TID=bffac®:Search :D114:E113:F: SUCCESS: DB Search (eTGlobalUserh

<173>0ct 5 16:25:02 vappl145 |imps-etatrans-log Pe241065:162502: TID=bffac@:Search :D114:E113:F:+tClass

€173>0ct 5 16:25:02 vappl145 |imps-etatrans-log pPB241065:162502: TID=bffac@:Search :E113:----:1: FINAL SEARCH FILTER:

To assist with Splunk Queries, we may wish to add more tags to exclude noise
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splunk Apps =

Search Analytics Datasets Reports Alerts Dashboards

New Search Save As ~ Create Table View Close

View raw data first PR n

sourcetype="syslog" source="tcp:10514"

2 | table _ra',\l

~ 20,244 events (10/4/24 9:00:00.000 PM to 10/5/24 9:20:50.000 PM) Mo Event Sampling = Job ~ & 1 * Smart Mode v
Events Patterns Statistics (20,244) Visualization

20 Per Page = # Format Preview « 2 3 4 5 3] 7 8 Next >
raw s
<167>0ct 5 15:59:51 vappl145 im_ps[9220671]: line 10149 (attributetype ( 1.3.6.1.4.1.791.2.3.5.3.5440.1.157@ NAME 'eTDYN-str-multi-i-33' EQUALITY caselgnoreMatch SUBSTR caseIgnoreSubstringsMatch SYNTAX 1.3.6.1.4.1.1466.115.121.1.15))

<167>0ct 5 15:59:51 vappl45 im_ps[922871]1: line 10145 (attributetype ( 1.3.6.1.4.1.791.2.3.5.3.5448.1.1569 NAME 'eTDYN-str-multi-i-32' EQUALITY caselgnoreMatch SUBSTR caselgnoreSubstringsMatch SYNTAX 1.3.6.1.4.1.1466.115.121.1.15))

<167>0ct 5 15:59:51 vapp145 im_ps[922871]1: line 10141 (attributetype ( 1.3.6.1.4.1.791.2.3.5.3.5440.1.1568 NAME 'eTDYN-str-multi-i-31" EQUALITY caselgnoreMatch SUBSTR caseIgnoreSubstringsMatch SYNTAX 1.3.6.1.4.1.1466.115.121.1.15))

<167=0ct 5 15:59:51 vappl45 im_ps[322871]1: line 18137 (attributetype ( 1.3.6.1.4.1.791.2.3.5.3.5448.1.1567 NAME 'eTDYN-str-multi-i-3@' EQUALITY caseIgnoreMatch SUBSTR caseIgnoreSubstringsMatch SYNTAX 1.3.6.1.4.1.1466.115.121.1.15))

<167>0ct 5 15:59:51 vappl45 im_ps[922871]1: line 18133 (attributetype ( 1.3.6.1.4.1.791.2.3.5.3.5448.1.1566 NAME 'eTDYN-str-multi-i-29' EQUALITY caselgnoreMatch SUBSTR caseIgnoreSubstringsMatch SYNTAX 1.3.6.1.4.1.1466.115.121.1.15))

<167>0ct 5 15:59:51 vappl45 im_ps[9322871]1: line 18129 (attributetype ( 1.3.6.1.4.1.791.2.3.5.3.5448.1.1565 NAME 'eTDYN-str-multi-i-28" EQUALITY caselgnoreMatch SUBSTR caselgnoreSubstringsMatch SYNTAX 1.3.6.1.4.1.1466.115.121.1.15))

<167>0ct 5 15:59:51 vappl45 im_ps[322871]1: line 18125 (attributetype ( 1.3.6.1.4.1.791.2.3.5.3.5448.1.1564 NAME 'eTDYN-str-multi-i-27' EQUALITY caseIgnoreMatch SUBSTR caseIgnoreSubstringsMatch SYNTAX 1.3.6.1.4.1.1466.115.121.1.15))

<167>0ct 5 15:59:51 vappl45 im_ps[322871]1: line 18121 (attributetype ( 1.3.6.1.4.1.791.2.3.5.3.5448.1.1563 NAME 'eTDYN-str-multi-i-26" EQUALITY caselgnoreMatch SUBSTR caseIgnoreSubstringsMatch SYNTAX 1.3.6.1.4.1.1466.115.121.1.15))

<167>0ct 5 15:59:51 vappl45 im_ps[3228711: line 18117 (attributetype ( 1.3.6.1.4.1.791.2.3.5.3.5448.1.1562 NAME 'eTDYN-str-multi-i-25" EQUALITY caselgnoreMatch SUBSTR caselgnoreSubstringsMatch SYNTAX 1.3.6.1.4.1.1466.115.121.1.15))

<167>0ct 5 15:59:51 vappl45 im_ps[322871]1: line 10113 (attributetype ( 1.3.6.1.4.1.791.2.3.5.3.5448.1.1561 NAME 'eTDYN-str-multi-i-24' EQUALITY caselgnoreMatch SUBSTR caselgnoreSubstringsMatch SYNTAX 1.3.6.1.4.1.1466.115.121.1.15))

<167>0ct 5 15:59:51 vappl45 im_ps[922871]1: line 10189 (attributetype ( 1.3.6.1.4.1.791.2.3.5.3.5448.1.1560 NAME 'eTDYN-str-multi-i-23' EQUALITY caselgnoreMatch SUBSTR caselgnoreSubstringsMatch SYNTAX 1.3.6.1.4.1.1466.115.121.1.15))

w
=}
s

<167>0ct 5 15:59:51 vappl145 im_ps[922671]1: line 10105 (attributetype ( 1.3.6.1.4.1.791.2.3.5.3.5440.1.1559 NAME 'eTDYN-str-multi-i-22' EQUALITY caseIgnoreMatch SUBSTR caselgnoreSubstringsMatch SYNTAX .1.1466.115.121.1.15))

<167>0ct 5 15:59:51

=]
[
o
[
[
=
.

vapp145 im_ps[93228711: line 12181 (attributetype ( 1.3.6.1.4.1.791. .5448.1.1558 NAME 'eTDYW-str-multi-i-21' EQUALITY caseIgnoreMatch SUBSTR caseIgnoreSubstringsMatch SYNTAX L1.1466.115.121.1.15))

L
o
.

<167>0ct 5 15:59:51 vappl45 im_ps[922871]1: line 10897 (attributetype ( 1.3.6.1.4.1.791.2.3.5.3.5448.1.1557 NAME 'eTDYN-str-multi-i-20' EQUALITY caselIgnoreMatch SUBSTR caselgnoreSubstringsMatch SYNTAX .1.1466.115.121.1.15))
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splunk

Search Analytics Datasets leports Dashboards

Open one entry to see what Splunk has identified by default

NeW Sea rCh Save As ~ Create Table View Close
1 sourcetype="syslog" source="tcp:1@514" _raw="<167>0ct 5 15:59:51 vapp145 im_ps[922071]: line 18149 (attributetype ( 1.3.6.1.4.1.791.2.3.5.3.5440.1.157@ NAME 'eTDYN-str-multi-i-33' EQUALITY caselgnoreMatch SUBS Last 24 hours v n
caselgnoreSubstringsMatch SYNTAX 1.3.6.1.4.1.1466.115.121.1.15))"
+ 1event (10/4/24 9:00:00.000 PM to 10/5/24 9:21:25.000 PM) Mo Event Sampling =
Type ¥ Field Value
Events (1) Patterns Statistics Visualization
Selected |« host~- vappl45
Format Timeline = — Zoom QOut
+ | source - tcp:10514
«| sourcetype « syslog
_ Event pid = 922071
List = # Format 20 Per Page ~
_ . process v im_ps _ May be of some use
< Hide Fields i= All Fields 4] i S
— , o 1 N . R Time & time 2024-10-05T15:59:51.000+00:00
W /51 167>0ct 5 15:59:51 vappl45 ps[922871]1: line 18149 (attributet 1.3.6.1.4.1.791.2.
SELECTED FIELDS -::.E < D, Oct 5 15:59 .:>I va Fjl fi-a 1rr_- E- A'l l,_ . ,“p_lm 9 (attributetype ( 1 6 4 7591.2 —
P — 3:59:51.000 PM stringsMatch SYNTAX 1.3.6.1.4.1.1466.115.121.1.15)) Default index « main « Th.|fs|s hcc;wAChL may be
) ) enforced to what we see
a source 1 Event Actions v linecount = 1
a sourcetype 1
Type Y Field Value Actions punct = e il | ( I[ e ==
INTERESTING FIELDS -
# date_hour 1 Selected |v] host ~ vapp145 v splunk_server = splunk
I date_mday 1 V| source v tcp:10514 v
i date_minute 1
+| sourcetype ¥ syslog ~
a date_maonth 1
) Event id - 92207 ~ .
i dat d1 P
ote secon These fields were auto detected for us to use &
a date_wday 1 process v im_ps v
# dat 1
date_year 1 e S 0241005155951 0000000 filter before using a regular expression with the
a date_zone . . .
a index 1 Defoult | | index v main v updated entries in /etc/rsyslog.d/rsyslog.conf file
# linecount 1 linecount « 1 v
# pid 1 B i
punct = < o | (PO -

a process 1
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S[*.II'II( Apps v

Search Analytics Datasets 2 < Alerts Dashboards

New Search Save As ~ Create Table View Close

sourcetype="syslog" source="tcp:10514" host="vappl45" VieW raW data first With hOSt entry Last 24 hours = n

2 | table _raw . . .

- Note that the Statistic number is lower.
+ 20,376 events (10/4/24 9:00:00.000 PM to 10/5/24 9:22:24.000 PM) No Event Sampling ~ Job = Y T * Smart Mode »
Events Patterns Statistics (20,376) Visualization
20 Per Page ~ # Format Preview v 2 3 4 5 6 7 8 Next >
raw = s
<167>0ct 5 15:59:51 vappl45 im_ps[922871]1: line 10149 (attributetype ( 1.3.6.1.4.1.791.2.3.5.3.5448.1.15780 NAME 'eTDYM-str-multi-i-33' EQUALITY caselgnoreMatch SUBSTR caselgnoreSubstringsMatch SYNTAX 1.3.6.1.4.1.1466.115.121.1.15))
<167>0ct 5 15:59:51 vappl45 im_ps[922871]1: line 10145 (attributetype ( 1.3.6.1.4.1.791.2.3.5.3.5448.1.1569 NAME 'eTDYN-str-multi-i-32' EQUALITY caselgnoreMatch SUBSTR caselgnoreSubstringsMatch SYNTAX 1.3.6.1.4.1.1466.115.121.1.15))
<167>0ct 5 15:59:51 vappl45 im_ps[922871]1: line 10141 (attributetype ( 1.3.6.1.4.1.791.2.3.5.3.5448.1.1568 NAME 'eTDYM-str-multi-i-31" EQUALITY caselgnoreMatch SUBSTR caselgnoreSubstringsMatch SYNTAX 1.3.6.1.4.1.1466.115.121.1.15))
<167>0ct 5 15:59:51 vappl45 im_ps[9228711: line 10137 (attributetype ( 1.3.6.1.4.1.791.2.3.5.3.5448.1.1567 NAME 'eTDYM-str-multi-i-3@"' EQUALITY caselgnoreMatch SUBSTR caselgnoreSubstringsMatch SYNTAX 1.3.6.1.4.1.1466.115.121.1.15))
<167>0ct 5 15:59:51 vappl45 im_ps[922871]1: line 10133 (attributetype ( 1.3.6.1.4.1.791.2.3.5.3.5448.1.1566 NAME 'eTDYN-str-multi-i-29' EQUALITY caselgnoreMatch SUBSTR caselgnoreSubstringsMatch SYNTAX 1.3.6.1.4.1.1466.115.121.1.15))
<167>0ct 5 15:59:51 vappl45 im_ps[922871]1: line 10129 (attributetype ( 1.3.6.1.4.1.791.2.3.5.3.5440.1.1565 NAME 'eTDYN-str-multi-i-28" EQUALITY caselgnoreMatch SUBSTR caselgnoreSubstringsMatch SYNTAX 1.3.6.1.4.1.1466.115.121.1.15))
<167>0ct 5 15:59:51 vappl45 im_ps[922871]1: line 10125 (attributetype ( 1.3.6.1.4.1.791.2.3.5.3.5440.1.1564 NAME 'eTDYN-str-multi-i-27' EQUALITY caselgnoreMatch SUBSTR caselgnoreSubstringsMatch SYNTAX 1.3.6.1.4.1.1466.115.121.1.15))
<167>0ct 5 15:59:51 vappl45 im_ps[9228711: line 1@121 (attributetype ( 1.3.6.1.4.1.791.2.3.5.3.5440.1.1563 NAME 'eTDYN-str-multi-i-26' EQUALITY caselgnoreMatch SUBSTR caselgnoreSubstringsMatch SYNTAX 1.3.6.1.4.1.1466.115.121.1.15))
<167>0ct 5 15:59:51 vappl45 im_ps[9228711: line 1@117 (attributetype ( 1.3.6.1.4.1.791.2.3.5.3.5440.1.1562 NAME 'eTDYM-str-multi-i-25" EQUALITY caselgnoreMatch SUBSTR caselgnoreSubstringsMatch SYNTAX 1.3.6.1.4.1.1466.115.121.1.15))
<167>0ct 5 15:59:51 vappl45 im_ps[9228711: line 1@113 (attributetype ( 1.3.6.1.4.1.791.2.3.5.3.5449.1.1561 NAME 'eTDYN-str-multi-i-24' EQUALITY caselgnoreMatch SUBSTR caselgnoreSubstringsMatch SYNTAX 1.3.6.1.4.1.1466.115.121.1.15))
<167>0ct 5 15:59:51 vappl45 im_ps[9220671]: line 10189 (attributetype ( 1.3.6.1.4.1.791.2.3.5.3.5440.1.1560 NAME 'eTDYN-str-multi-i-23' EQUALITY caseIgnoreMatch SUBSTR caselgnoreSubstringsMatch SYNTAX 1.3.6.1.4.1.1466.115.121.1.15))
<167>0ct 5 15:59:51 vappl45 im_ps[9228711: line 10185 (attributetype ( 1.3.6.1.4.1.791.2.3.5.3.5440.1.1559 NAME 'eTDYN-str-multi-i-22' EQUALITY caselgnoreMatch SUBSTR caselgnoreSubstringsMatch SYNTAX 1.3.6.1.4.1.1466.115.121.1.15))
<167>0ct 5 15:59:51 vappl45 im_ps[922071]: line 18181 (attributetype ( 1.3.6.1.4.1.791.2.3.5.3.5440.1.1558 NAME 'eTDYN-str-multi-i-21" EQUALITY caseIgnoreMatch SUBSTR caselgnoreSubstringsMatch SYNTAX 1.3.6.1.4.1.1466.115.121.1.15))
<167>0ct 5 15:59:51 vappl45 im_ps[922871]1: line 10837 (attributetype ( 1.3.6.1.4.1.791.2.3.5.3.54408.1.1557 NAME 'eTDYN-str-multi-i-2@' EQUALITY caselgnoreMatch SUBSTR caselgnoreSubstringsMatch SYNTAX 1.3.6.1.4.1.1466.115.121.1.15))
<167»0ct 5 15:59:51 vappl45 im_ps[922871]1: line 10093 (attributetype ( 1.3.6.1.4.1.791.2.3.5.3.5440.1.1556 NAME 'eTDYN-str-multi-i-19' EQUALITY caselIgnoreMatch SUBSTR caselgnoreSubstringsMatch SYNTAX 1.3.6.1.4.1.1466.115.121.1.15))
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index=main sourcetype="syslog" source="tcp:10514" host="vapp145" imps_etatrans_log
| rex field=_raw

splunk Apps * " L . . ' . .
e A(<(?<priority>\d+)>)?\s*(?<timestamp>\W{3N\s+\d{1,2\s+\d{2}:\d{2}:\d{2})\s+(?<host>\S+)\s+(?<syslogtag>\S+)\s+(?<imps_time>\d{8}:\d{6}): TID=(?<tid>\w+):(?<action>\
S+)\s+:(?<status>["\[]+)"
Search Analytics Datasets | transaction tid maxspan=5m
| table timestamp host syslogtag imps_time tid action status duration eventcount
New Sea rCh Save As v Create Table View Close
index=main sourcetype="syslog” source="tcp:10514" host="vappl145" imps_etatrans_log All time «
2 | rex field=_raw "*(<(?<priority=>\d+)>)7\sx(?<timestamp>\w{3}\s+\d{1,2}4\s+\d{2} :\d{2}:\d{2})\s+(?<host>\St)\s+(?<syslogtag>\S+)\s+(7<imps_time>\d{8}:\d{6}): TID=(7<tid>\wt):(?<action>\S+)\s+: (?<status>[*\[I+)"
3 | transaction tid maxspan=5m
4 | table timestamp host syslogtag imps_time tid action status duration eventcount
~ 67 events (before 10/5/24 9:46:00.000 PM) No Event Sampling = Job - Y T ?* Smart Mode =
Events Patterns Statistics (67) Visualization
20 Per Page ~ # Format Preview v E] 2 3 4 Next >
timestamp = s host s o~ syslogtag = 4 imps_time = F 4 tids action ¥ 7 status < Fd duration  ~ eventcount =~
Oct 5 15:53:03 vapp145 imps_etatrans_log 20241085:155383 eldacd LDAP ————lo———rEl IDLE 63 9
Oct 5 15:54:@6 20241085: 155486 —-—-—:----:1%: CONPOOL @x24f55750@
—-—=—i----:1%; CONPOOL @x251d27e@
—-——i----:%: ldaps://192.168.2.251:20411. Connecting (busy=0, waiters=@, connecting=1)
—-——it-—--:#%: ldaps://192.168.2.251:20411. Failed to connect: RC=LDAP_TIMEOUT (@x55) Retry=e
———————— E
—-——t----:#:+ldaps: //ca-prov-srv:20391;eTDSAContainerName=DSAs ]
Oct 5 15:50:18 vapp145 imps_etatrans_log 20241085: 1550818 9fface Unbind E636:----:F: SUCCESS: External Unbind (eTGlobalUserName=etaadmin) ] B
E636:——:P: dn: eTGlobalUserName=etaadmin,eTGlobalUserContainerName=Global Users,eTNamesp
E636:——:P:+ aceName=CommonObjects,dc=im
E636:———:5: ===
E636:----:5: External Unbind (eTGlobalUserName=etaadmin) Requested by User etaadmin - TenantMo
E636:——-—:5:+t5et
Oct 5 15:50:18 vapp145 imps_etatrans_log 202410085: 1550818 5fface Unbind E635:----:F: SUCCESS: External Unbind (eTGlobalUserName=etaadmin) ] B
E635:----:P: dn: eTGlobalUserName=etaadmin,eTGlobalUserContainerName=Global Users,eTNamesp
E635:----:P:+ aceName=CommonObjects,dc=im
E635:---—-:5: ===
E635:----:5: External Unbind (eTGlobalUserName=etaadmin) Requested by User etaadmin - TenantNo
E635:----:5:+t5et

Oct & 15:506:0 vanni4h imns etatrans loo 20241005 155002 1faach Search DARIA:FA3I:F: SUCCFSS: NB Search (eTGloballlserName=etaadmind. entrv-count: 1. attributes: obijec 364 56
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Create New Dashboard

Dashboard Title AMNA IMPS ETATRANS

ana_imps_ete 5 # EditID

Description Optional
Permissions ed in App
you want to build your dashboard?

Classic Dashboards Dashboard Studio
The traditional Splunk dashboard A new builder to create visu:
builder rich, ¢ ble hboards

Absolute

Full layou g ganization
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splunk Apps ¥ ; tings Activity +  Help =

Search Analytics Datasets 2 Dashboards

i-=5- 0 £ = ®- | tight~ | | | view |
ANl BB Table |\NS Configuration X
Enter \ ;
EQEvents v Submit button options
Glol ,?,Smglevalue
_ | () ) Add submit butt
‘ L @Smglevalue radial — submit button ®
M Area
v Preferences
ﬂCDIumn
|~ Line ( ) Show title and description
|-_ Bar
Gutter size
@ ric
.. @ 8 =
& Bubble SE—
MA Parallel coordinates v View Options

i Punchcard

(:j Show Edit Button @

( ) Show Open In Search Button

( ) Show Export Button @

< Scatter

©)

BFHIergauge
EMarker gauge
[d choropleth sve
GMGD

meLink graph

o8 Sankey
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Apps ¥

Search Analytics Datasets

- a-=-0 R ®m [{]S

@' ‘ Light »
ANA IMPS ETATRANS New data source

Enter dashboard description.

Data source name
Global Time Range

imps_etatrang|
Last 24 hours - ‘

I:‘ Access search results or metadata (@)

SPL query Open in search[?

index=main sourcetype="syslog"” source="tcp:18514"
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config@vapp145 VAPP-14.5.1 (192.168.2.102):/etc/rsyslog.d > cat rsyslog-custom.conf
# Stop imjournal module from flooding imfile module
# Prevent forwarding logs from imjournal to imfile
if $programname == 'imjournal' then {
stop
}

# Enable debug as needed

# $DebugFile /var/log/rsyslog-debug.log
# $DebuglLevel 2

# Use: cat /var/log/rsyslog-debug.log

# Global Settings
# Increase maxMessageSize from default of 8k to 64k
global(maxMessageSize="64k")

#2024-10-03: Use imfile module to monitor logs efficiently with inotify
module(load="imfile" mode="inotify")

# vApp Main log

input(type="imfile"
addMetadata="on"
File="/opt/CA/VirtualAppliance/logs/ca_vapp_main.log"
Tag="vapp-main-log"
Facility="local5")

# vApp Deployment log

input(type="imfile"
addMetadata="on"
File="/opt/CA/VirtualAppliance/logs/ca_vapp_deployment.log"
Tag="vapp-deployment-log"
Facility="local5")

# IM Wildfly Server log: server.log

input(type="imfile"
addMetadata="on"
File="/opt/CA/VirtualAppliance/logs/IDM_logs/server.log"
Tag="im-wildfly-server-log"
Facility="local5")

# IP Wildfly Server log: server.log

input(type="imfile"
addMetadata="on"
File="/opt/CA/VirtualAppliance/logs/IP_logs/server.log"
Tag="ip-wildfly-server-log"
Facility="local5")

# JCS Server log: jcs_daily.log

input(type="imfile"
addMetadata="on"
File="/opt/CA/VirtualAppliance/logs/ConnectorServer_logs/jcs_daily.log"
Tag="jcs-daily-vapp-server-log"
Facility="local5")

#IM Prov Server logs: etatrans*.log

input(type="imfile"
addMetadata="on"
File="/opt/CA/VirtualAppliance/logs/ProvisioningServer_logs/etatrans*.log"
Tag="imps-etatrans-log"
Facility="local5")

input(type="imfile"
addMetadata="on"
File="/opt/CA/Directory/dxserver/logs/*-idm-userstore-router-caim-srv-*_*_*.log"
Tag="dir-idm-userstore-router-log"
Facility="local5")

input(type="imfile"
addMetadata="on"
File="/opt/CA/Directory/dxserver/logs/*-idm-userstore-router-caim-srv-*_trace.log"
Tag="dir-idm-userstore-router-trace-log"
Facility="local5")

input(type="imfile"
addMetadata="on"
File="/opt/CA/Directory/dxserver/logs/*UserStore_userstore-*_*_*.log"
Tag="dir-idm-userstore-log"
Facility="local5")

input(type="imfile"
addMetadata="on"
File="/opt/CA/Directory/dxserver/logs/*UserStore_userstore-*_trace.log"
Tag="dir-idm-userstore-trace-log"
Facility="local5")

input(type="imfile"
addMetadata="on"
File="/opt/CA/Directory/dxserver/logs/*ca-prov-srv-*-imps_*.log"
Tag="dir-imps-router-log"
Facility="local5")

input(type="imfile"
addMetadata="on"
File="/opt/CA/Directory/dxserver/logs/*ca-prov-srv-*-imps_trace.log"
Tag="dir-imps-router-trace-log"
Facility="local5")

input(type="imfile"
addMetadata="on"
File="/opt/CA/Directory/dxserver/logs/*ca-prov-srv-*-impd-*_*_*.log"
Tag="dir-impd-data-dsa-log"
Facility="local5")

input(type="imfile"
addMetadata="on"
File="/opt/CA/Directory/dxserver/logs/*ca-prov-srv-*-impd-*_trace.log"
Tag="dir-impd-data-dsa-trace-log"
Facility="local5")

# Send logs to remote syslog server using TCP (reliable transmission)
# Adding an action queue for better reliability and buffering in case of connection issues with TCP
# Larger queue configuration with disk-based queue if needed
# Only allow logs with Facility local5 to be forwarded
if ($syslogfacility-text == "local5") then {
action(
type="omfwd"
target="log-srv"
port="10514"
protocol="tcp"
action.resumeRetryCount="-1"  # Retry indefinitely if the connection is lost
queue.type="LinkedList" # Use a linked list for the queue
queue.size="50000" # Buffer up to 50,000 log messages in memory
queue.dequeueBatchSize="100" # Process 100 messages at a time when the queue is being flushed
queue.highWatermark="40000"  # Start applying flow control when the queue size reaches 40,000
queue.lowWatermark="10000" # Resume normal operations when the queue size drops to 10,000
queue.timeoutEnqueue="0" # Do not drop messages, wait indefinitely if the queue is full
queue.workerThreads="4" # Use multiple worker threads to improve message throughput

# Disk-based queue settings to handle overflow when memory queue fills up
queue.spoolDirectory="/var/log/rsyslog-queue" # Directory for disk-backed queue
queue.maxDiskSpace="10g" # Maximum disk space for the queue
queue.fileName="largequeue" # Name for disk queue files
queue.saveOnShutdown="on # Save queue to disk on shutdown to prevent data loss
)
stop # Prevent further processing of local5 logs

}

#The '@@' indicates TCP; '@' would indicate UDP

# # Use override here to define where the facility will be redirected to a remote syslog collector
# local5.* @log-srv:10514

#

# Restart rsyslog: sudo systemctl restart rsyslog

# Note: Check /var/log/messages for any typo errors via

# sudo systemctl restart rsyslog ; tail -n 100 -F /var/log/messages | grep -i syslog
#

# Optional: You may redirect additional facility levels as needed

# local5.* /var/log/local5.log

#

# Within Splunk Ul - Use sourcetype="syslog" and the tag strings

Updated /etc/rsyslog.d/rsyslog-custom.conf to use imfile and exclude any noise from imjournal




1) Noise from imjournal and IP6 via Network Manager impacted queries

145 VAPP-14.5. ]. (192. . 1 frs = il -n 188 -F /war/log/messages
vapp145 - impd H241005. 00.833 STATS ilc ;
rapp 145 u:-rl'.H.:n.:u:l-—r : = platform-1in ipG-a ess[2: T Je3:3058:be@d]: failure 1: i 1 - ve 1 bled on this de
jappl45 | ana : = platform-11 1p6 . . . 1 i - vE 1 bled on this ¢
3 R platform-Tlinux: sudo sysctl -w net.ipv6.conf.all.disable_ipv6=1 on o 1 - ipw v6 is disabled on this

platform-1inux: . isabled om this
pvELL[ 12d0 1342 T sudo sysctl -w net.ipv6.conf. default dlsable _ipv6=1 “om failures (b

=

platform-1in :17eb: B:c07]: lure 13 (Per 1 [ i led on this
13cfgl 3d139 1T 3 1 v i B rt-src ipvell
platform-1inu: f : 7 - re 13 ( deni - bled on this d'

platform-11 1 8 »f9e3: 36 3]: re 13 ( i 1 - ve 1 bled on this
platform-1in i - re 1: i i - vE 1 bled on this
platform-11 i 7 - -23172-4987: Failure 13 | o i - inuf: TPvE ic ahled an thic dau

platfn rm-1in L I config@vapp145VAPP-14.5.1(192.168.2.102):/etc/rsyslog.d > cat rsyslog-custom.conf
ipv6l1l[1ad@1a42075 : chi

%EEZ? D 1d139 ‘i | #send logs to remote syslog server using TCP (reliable transmission)

. - platform-linu T8 # Addingan action queue for better reliability and buffering in case of connection issues with TCP
mrl Mﬂr,ﬂ,-_,,.r . arn= platform-11 il # Larger queue configuration with disk-based queue if needed

NetworkManager : = platform-1inux: dD add FHE  # Only allow logs with Facility local5 to be forwarded
B T _' ] ] ] ' ] if ($syslogfacility-text == "local5") then {

action(

type="omfwd"
2) Noise from imjournal being forwarded to imfile for "action" GRRCI
protocol="tcp"
action.resumeRetryCount="-1"  # Retry indefinitely if the connection s lost
queue.type="LinkedList" # Use a linked list for the queue
queue.size="50000" # Buffer up to 50,000 log messages in memory
queue.dequeueBatchSize="100" # Process 100 messages at a time when the queue is being flushed
queue.highWatermark="40000"  # Start applying flow control when the queue size reaches 40,000

|U1U1U'|U1U'|U1WU'|U1U'|U1WU'|U1U'|U1WU'|U1l
e e e e e e e e e S o S Sl S S S =)

queue.lowWatermark="10000" # Resume normal operations when the queue size drops to 10,000
queue.timeoutEnqueue="0" # Do not drop messages, wait indefinitely if the queue is full
queue.workerThreads="4" # Use multiple worker threads to improve message throughput

# Disk-based queue settings to handle overflow when memory queue fills up
queue.spoolDirectory="/var/log/rsyslog-queue" # Directory for disk-backed queue

queue.maxDiskSpace="10g" # Maximum disk space for the queue
queue.fileName="largequeue" # Name for disk queue files
gqueue.saveOnShutdown="on" # Save queue to disk on shutdown to prevent data loss

)

stop # Prevent further processing of local5 logs

3) Syslog indexes were being defaulted to GMT/UTC TZ - impacted queries

1145 ‘I.I’AF’F’ 14.5.1 (1 . .10 ):/fetc/rsyslog.d = podman exec -it -u splunk splunk bash -c 'cat ./etc/system/local/props.conf’

TZ = U5f[~ﬂtral
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<167>0ct 5 15:59:51 vappl45 im_ps[922071]: line 6501 (attributetype ( 3.6.1.4.1.791.2.3.5.3.5440.1.3747 NAME 'eTDYN-str-multi-1521" EQUALITY caseExactMatch SUBSTR 2024-18-85 15:59:51 2824-10-85 2024-10-85
caseExactSubstringsMatch SYNTAX 1.3.6.1.4.1.1466.115.121.1.15)) 20:59:52 15:59:51
<167>0ct 5 15:59:51 wvappl45 im_ps[922671]: line 6437 (attributetype ( 1.3.6.1.4.1.791.2.3.5.3.5448.1.3746 NAME 'eTDYN-str-multi-1528" EQUALITY caseExactMatch SUBSTR 2824-18-085 15:59:51 2824-18-85 2024-16-85
caseExactSubstringsMatch SYNTAX 1.3.6.1.4.1.1466.115.121.1.15)) 20:59:52 15:59:51
<167>0ct 5 15:59:51 vappl45 im_ps[922871]: line 6493 (attributetype ( 3.6.1.4.1.791.2.3.5.3.54408.1.3745 NAME 'eTDYN-str-multi-1519" EQUALITY caseExactMatch SUBSTR 2024-18-05 15:59:51 2824-10-85 2024-10-85
caseExactSubstringsMatch SYNTAX 1.3.6.1.4.1.1466.115.121.1.15)) 208:59:52 15:59:51
<167>0ct 5 15:59:51 vappl45 im_ps[922671]: line €489 (attributetype ( 1.3.6.1.4.1.791.2.3.5.3.5440.1.3744 NAME 'eTDYN-str-multi-1518" EQUALITY caseExactMatch SUBSTR 2824-18-05 15:59:51 2824-10-85 2024-10-85
caseExactSubstringsMatch SYNTAX 1.3.6.1.4.1.1466.115.121.1.15)) 208:59:52 15:59:51
<167>0ct 5 15:59:51 vappl45 im_ps[9228671]: line 6485 (attributetype ( 3.6.1.4.1.791.2.3.5.3.5440.1.3743 NAME 'eTDYN-str-multi-1517" EQUALITY caseExactMatch SUBSTR 2824-18-065 15:59:51 2024-10-85 2024-10-85
caseExactSubstringsMatch SYNTAX 1.3.6.1.4.1.1466.115.121.1.15)) 20:59:52 15:59:51
<167>0ct 5 15:59:51 wvappl45 im_ps[922871]: line 6481 (attributetype ( 1.3.6.1.4.1.791.2.3.5.3.5448.1.3742 NAME 'eTDYN-str-multi-1516" EQUALITY caseExactMatch SUBSTR 2024-18-085 15:59:51 2824-18-85 2024-10-85
caseExactSubstringsMatch SYNTAX 1.3.6.1.4.1.1466.115.121.1.15)) 208:59:52 15:59:51
<167>0ct 5 15:59:51 vappl45 im_ps[922871]: line 6477 (attributetype ( 3.6.1.4.1.791.2.3.5.3.54408.1.3741 NAME 'eTDYN-str-multi-1515" EQUALITY caseExactMatch SUBSTR 2024-18-05 15:59:51 2824-10-85 2024-10-85
caseExactSubstringsMatch SYNTAX 1.3.6.1.4.1.1466.115.121.1.15)) 208:59:52 15:59:51
<167>0ct 5 15:59:51 vappl45 im_ps[922671]1: line 6473 (attributetype ( 1.3.6.1.4.1.791.2.3.5.3.5448.1.3740 NAME 'eTDYN-str-multi-1514" EQUALITY caseExactMatch SUBSTR 2024-10-85 15:59:51 2024-10-05 2024-10-05
PP p ¥

caseExactSubstringsMatch SYNTAX 1.3.6.1.4.1.1466.115.121.1.15)) 20:59:52 15:59:51

167>0ct 5 15:59:81 vapplds ijm ns(9228717: Jline f469 (attribufetvpe ¢ 1.3.6.1.4.1.791.2 3. 5.3 R4408 1 3739 NAMEF 'eTOYN-str-mylti-1513" FOUAI TTY caseFxactMateh SUBSTR 2024-10-85 15:59:51 202A-10-A5 2024-10-05




~ B ANA Syslog ETATRANS | Splunk X ar — & b

< c © Not secure  hkitps://192.168.2.102:8000/en-US/app/search/ana_syslog_etatrans?form.global_time.earliest=-24h%40h8&form.global_time.latest=now aQ ﬂ E} - :

splunl( anterprise Apps v 1 Messages 5 Y Help « Find

Search Analytics Datasets Reports 5 Dashboards

ANA Syslog ETATRANS 7 Actions»  Edit >

index=main sourcetype="syslog" source="tcp:10514" host="vapp145" imps_etatrans_log

Global Time Range | rex field=_raW

"M (<(?<priority>\d+)>)?\s*(?<timestamp>\W{3\s+\d{1,2\s+\d{2}:\d{2}:\d{2})\s+(?<host>\S+)\s+(?<syslogtag>\S+)\s+.*?TID=(?<tid>\w{6}):(?<action>\w+)\s*:\s*(?<status>.*)"
| table _time timestamp host syslogtag tid action status

| Last 24 hours -

time 2 timestamp 2 host & syslogtag 5 tid 2 action 2 status 2

Qct 515:19:03 vapplds mps_etatrans_log affacO Config " ETA:Configuration update. No

changes found. Total/DB search: 0.01/0.01

seconds.
202410-05T15:17:47.000+00:00 Oct 515:17:47 vapplds mps_etatrans_log eldacO LDAP : IDLE[003]: |d=0xf5712d50;
seconds_until_expired=1276, shutdown=N
2024410-05T15:17:47.000+00:00 Oct 515:17:47 vapplds mps_etatrans_log eldacO LOAP 1--—:*: |DLE[002]: Id=0xf5705300;
seconds_until_expired=1635, shutdown=N
2024-10-05T15:17:47.000+00:00 Oct 515:17:47 vapplds mps_etatrans_log eldacl LDaP —:*: IDLE[OO1]: Id=0xf4221b70;
seconds_until_expired=1635, shutdown=N
202410-05T15:17:47.000+00:00 Oct 515:17:47 vappl4s mps_etatrans_log eldacl LDAP ——"tldaps://ca-prov
srv: 2039 eTDSAContainerName=D5As]
2024AN-NETIGAT-47 ANOHNN-NN it §1517-47 wAnnlds mne etatrans lna aldarn | nAP et CONPOIN e 2AFRETRNMRE h
E’ 2 3 4 5 . Next»
time 2 Add =2 Bind =2 Config = EtaServer = LDAP 2 Modify = Search = StartUp = Unbind 2 NULL = span spandays 2
202410 0 o] 0 0 0 0 0 0 0 0 86400 1
04T00-:00:00.000+0
0:00
202410 16 696 251 40 194 57 2266 42 192 6 86400 1
05T00-00:00.000+0
0:00

index=main sourcetype="syslog" source="tcp:10514" host="vapp145" "imps-etatrans-log"
| rex field=_raw "~ (<(?<priority>\d+)>)?\s*(?<timestamp>\wW{3}\s+\d{1,2\s+\d{2}:\d{2}:\d{2})\s+(?<host>\S+)\s+imps-etatrans-log\s+.*?TID=(?<tid>\w{6}):(?<action>\w+)\s*:\s*(?<status>.*)"
| timechart span=1d count by action




86400

86400

hd B ANA Syslog ETATRANS | Splunk X ar
<« C © Not secure  hitps://192.168.2.102:8000/en-US/app/search/ana_syslog_etatrans?form.global_time.earliest=-24h%40h&form.global_time.latest=now
splunk Apps * Settings Activity ~
Search Analytics Datasets Reports Alerts Dashboards
ANA Syslog ETATRANS
Global Time Range
| Last 24 hours -
time 2 Add = Bind = Config % EtaServer = LDAP = Modify = Search = StartUp = Unbind 2 NULL = span 2
202410- Q Q o} o] o] 0 4] Lo} o} o]
04T00:00:00.000+0
0:00
202410- 16 696 251 40 194 57 2266 42 192 6
05T00:00:00.000+0
0:00

index=main sourcetype="syslog" source="tcp:10514" host="vapp145" "imps-etatrans-log"
| rex field=_raw "~ (<(?<priority>\d+)>)?\s*(?<timestamp>\W{3\s+\d{1,2\s+\d{2}:\d{2}:\d{2})\s+(?<host>\S+)\s+imps-etatrans-log\s+.*?TID=(?<tid>\w{6}):(?<action>\w+)\s*:\s*(?<status>.*)"

| timechart span=1d count by action useother=f limit=10

Help Find

Actions = Edit

spandays £

Qe o0 s

>
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